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~ BANQUANLY DLJ: AN Poc lap — Tu do — Hanh phic
PHAT TRIEN TINH KHANH HOA

QUY DINH
DPam bio an toan thong tin cho Trang thong tin dién tir tong hop
cua Ban Quéan ly du an Phat trién tinh Khanh Hoa
(Ban hanh kém theo Quyét dinh sé: 222 /OD-BOL ngay 18 thang 10 nam 2023
cua Ban Quan ly dy an Phat trién tinh Khanh Hoa)

Chuong I
QUY DINH CHUNG

Pi¢u 1. Pham vi diéu chinh va ddi twong ap dung

1. Trang thong tin dién tir tong hop ctua Ban Quan 1y du 4n Phat trién tinh
Khéanh Hoa c6 dia chi: https://kdpm.khanhhoa.gov.vn hodc https://kdpm.vn

2. Quy dinh vé cong tac dam bao an toan thong tin cho Trang thong tin
dién ttr tong hop cta Ban Quan 1y dy 4n Phat trién tinh Khanh Hoa.

3. Quy dinh nay duogc ap dung ddi véi cac td chirc, ca nhan lién quan dén
an toan thong tin cho Trang thong tin dién tir tong hop ctia Ban Quan 1y du an
Phét trién tinh Khéanh Hoa.

Pi¢u 2. Muc dich, nguyén tic dam bao an toan thong tin

1. Viéc ap dung Quy dinh nay nham phong nglra, ngin chin, xir Iy va
giam cac nguy co gdy mét an toan thong tin va dam bao an ninh thong tin trong
qua trinh quéan 1y va st dung Trang thong tin dién tir tong hop ctia Ban Quan ly
dy 4n Phat trién tinh Khanh Hoa.

2. Cac hoat dong (mg dung cong nghé thong tin phai tuan theo nguyén tic
dam bao an toan thong tin dugc quy dinh tai Diéu 41 Nghi dinh 64/2007/ND-CP
ngay 10/4/2007 cia Chinh phu vé tng dung cong nghé thong tin trong hoat dong
cua co quan nha nudc.

Chwong 11
QUY PINH QUAN LY, VAN HANH VA HOAT PQNG CUA
TRANG THONG TIN PIEN TU TONG HQP

Piéu 3. Nguyén tic quén ly, vin hanh cia Trang thong tin dién tir
téng hop

1. Trang thong tin dién tir téng hop ctia Ban hoat dong dudi su chi dao,
diéu hanh cua lanh dao co quan.

2. Trang thong tin dién tir tong hop ctia Ban phai dam bao ludn hoat dong
thudng xuyén, lién tuc; thong tin phai dugc cip nhat thudng xuyén, méi nhat;
dam bdo tinh an ninh va an toan thong tin.


https://kdpm.khanhhoa.gov.vn
https://kdpm.vn

3. Viéc quan ly, van hanh, cung cép, truyén dua, luu trit, st dung thong
tin dién tir trén Trang thong tin dién tir tong hop cua Ban phai tuan thi cac quy
dinh cta phap luat vé cong nghé thong tin, phap luat vé s hitu tri tué, phap luat
vé: bao chi, xuét ban, bao vé bi mat nha nudc, ban quyén, quang c4o va cac quy
dinh phap luat khéc c6 lién quan.

Diéu 4. T6 chirc quan 1y, vin hanh Trang thong tin dién tir tong hop

1. Ban Bién tap c6 trach nhiém tham muu Ianh dao co quan dam bao hoat
dong thuong xuyén, hoan thién va phat trién Trang thong tin dién tir tong hop
cua Ban.

2. Moi hoat dong cua Trang thong tin dién tr tong hop phai tuan thi cac
quy dinh ctia Nha nuéc vé quan 1y thong tin trén mang Internet, cac quy dinh
phap luat khac c6 lién quan.

Piéu 5. Nhiém vu ciia Ban Bién tip

1. T6 chirc, quan 1y, phé duyét va dua cac thong tin chinh thic cua co
quan 1én Trang thong tin dién tir tong hop.

2. Huéng dan, don ddc cac bd phan chuyén moén va cac don vi khac co
lién quan cung cép thong tin cho Trang thong tin dién tir tong hop; khai thac,
tiép nhan, xtr Iy, cAp nhat kip thoi, day du cac loai thong tin theo yéu cau.

3. Tham muu t6 chirc bdi dudng vé chuyén mén, nghiép vu c6 lién quan
dén hoat dong cua Trang thong tin dién tir tong hop theo quy dinh phap luét.

4. Thuc hién viéc theo doi, téng hop bao cdo tinh hinh hoat dong cua
Trang thong tin dién tir tong hop.

5. Lap dy toan hang nam vé kinh phi quan 1y, van hanh, duy tri hoat dong
Trang thong tin dién tir tong hop.

Piéu 6. Trach nhiém ciia cc t6 chirc, cd nhian tham gia Trang thong
tin dién tir tong hop

1. Phédi hop véi Ban Bién tap cung cp thong tin ddy du, chinh xac va kip
thoi 1én Trang thong tin dién tir tong hop; tuan tha cac quy dinh hién hanh cua
Nha nudc vé quan 1y, cung cap, sir dung thong tin dién tir trén Internet va cac
quy dinh phap luat khac co lién quan.

2. Phéi hop Ban Bién tap tham muu lanh dao co quan tra 10i y kién to
chtrc, cong dan theo tham quyén, chtrc nang, nhiém vy vé linh vyuc quan ly cua
co quan, don vi trén Trang thong tin dién tir tong hop.

3. Tham muu cho Ban Bién tip vé cac van d¢ lién quan dén cong tac van
hanh va phat trién ctia Trang thong tin dién tir tong hop, ké hoach to chirc cac
hoat dong cua Trang thong tin dién tir tong hop.

4. Khi c6 su ¢6 1am anh huong dén hoat dong cua Trang thong tin dién tir
téng hop thi phai bao cdo v6i Truong ban Bién tap dé kip thoi xir 1y.

Chwong 111
TRACH NHIEM BAO PAM AN TOAN THONG TIN

Pi¢u 7. Phuong an bio dam an toan thong tin



1. Phuong 4n bao dam an toan thong tin phai dap (mg yéu cau co ban
trong tiéu chuan, quy chuan k¥ thuat vé bao dam an toan hé thong thong tin theo
cap do.

2. Phuong 4n bao dam an toan hé thdng thong tin bao gém cac ndi dung
sau day:

a) Bao dam an toan hé théng thong tin trong khau thiét ké, xay dung;

b) Bao dam an toan hé thdng thong tin trong qua trinh van hanh;

¢) Kiém tra, danh gia an toan thong tin;

d) Quén ly rti ro an toan thong tin;

d) Gidm sat an toan thong tin;

e) Dy phong, ung ctru su ¢b, khoi phuc sau tham hoa;

g) Két thuc van hanh, khai thac, thanh 1y, huy bo.

Piéu 8. Trach nhiém ciia vién chirc, nguwdi lao dong trong co quan

1. Trach nhi€m cua vién chtrc, nguoi lao dong phu trach an toan thong tin

a) Chiu trach nhi¢ém dam bdo an toan thong tin cia Trang thong tin dién tir
tong hop ctia Ban Quan 1y du 4n Phat trién tinh Khanh Hoa;

b) Tham muu lanh dao co quan ban hanh cac quy dinh, quy trinh ndi bo,
trién khai cac giai phap k¥ thuit dam bao an toan thong tin;

c¢) Thuc hién viéc giam sat, danh gia, bao cdo lanh dao Ban céc rui ro mét
an toan thong tin va mtrc do nghi€ém trong cta cac rui ro do;

d) Phéi hop véi cac ca nhan, don vi c6 lién quan trong viéc kiém soat,
phat hién va khic phuc cac su c¢d an toan, an ninh thong tin.

2. Trach nhiém cua vién chirc, ngudi lao dong trong co quan

a) Nghiém tGc chap hanh cac quy dinh, quy trinh ndi b ctia co quan va
cac quy dinh khac cua phap lut vé an toan thong tin. Chiu trach nhiém dam bao
an toan thong tin trong pham vi trach nhiém va quyén han dugc giao;

b) Khi tham gia sit dung mang may tinh cua co quan phai nghi€ém chinh
chép hanh ché d6 bao mat, an toan, an ninh thong tin déng thot chiu trach nhiém
dbi v6i cac thong tin ma minh cung cép MJi vién chirc, ngudi lao dong phai co
trach nhiém ty quan ly, bao quan thiét bi ma minh duoc giao str dung; khong tur
y thay doi, thao lap cac thiét bi trén may tinh; khong dugc vao cac trang thong
tin dién tir khong 16 vé noi dung; khong tai va cai dat cac phan mém khong rd
ngudn gdc, khong lién quan dén coéng viéc chuyén mon; khong nhap chudt vao
cac duong dan la khong rd vé ndi dung; khong cho phép bat ctr hanh vi nao giy
t6n hai dén dich vy, gay hu hong thiét bi mang; sir dung mang dé tham nhap vao
cac mang may tinh khi chwa dugc phép; khong dua cac thong tin c6 ndi dung
“mat”, “t6i mat” va “tuyét mat” 1én hé thong may tinh c6 két néi mang Internet;

¢) Khi phat hién nguy co hodc su cd mat an toan thong tin phai bao cio
ngay voi cap trén va bd phan chuyén trach cong nghé thong tin cua co quan dé
kip thoi ngén chan va xu ly;

d) Tham gia cac chuong trinh dao tao, hoi nghi vé an toan, an ninh thong
tin do co quan hodc S& Thong tin va Truyén thong to chirc.



Pi¢u 9. Trach nhiém ciia chii quan hé thong thong tin

1. Nguoi dimg dau cua co quan 1a chu quan hé théng théng tin co trach
nhiém: Truc tiép chi dao va phu trach cong tic bao dam an toan thong tin trong
hoat dong cua co quan.

2. Chu quan hé théng thong tin ¢6 trach nhiém: Chi dao, t6 chtrc thuc hién
kiém tra, danh gia an toan thong tin va quan 1y ri ro an toan thong tin trong
pham vi co quan, cu thé nhu sau:

- Pinh ky thyc hién kiém tra, danh gia an toan thong tin va quan 1y rai ro
an toan thong tin tong thé trong hoat dong cua co quan;

- Pao tao, boi dudng theo cac chuong trinh dao tao ngén han nang cao
kién thirc, k¥ nang vé an toan thong tin cho can bo, cong chirc, vién chic 1am vé
an toan thong tin trong co quan;

- Tuyén truyén, phd bién nang cao nhén thirc vé an toan thong tin cho vién
chtrc, ngudi lao dong trong co quan.

Pi¢u 10. Trach nhiém ciia bd phan van hanh hé thong thong tin

1. Thuc hién bao vé hé théng thong tin theo quy dinh cua phéap ludt va
huéng dan, tiéu chuan, quy chuan an toan thong tin.

2. Binh ky danh gid hi€u qua ctua cac bién phdp bdo dam an toan thong
tin, béo céo chu quan hé thng thong tin.

3. Binh ky hoac dot xudt bao céo cong tac thuc thi bao dam an toan hé
théng thong tin theo yéu cau cua chu quan hé thng thong tin hodc co quan quan
1y nha nuéce chuyén nganh c6 thAm quyén.

4. Phéi hop, thuc hién theo yéu cau cia co quan chirc ning lién quan
trong cong tac bao dam an toan thong tin.

Chuong IV
TO CHUC THUC HIEN

Piéu 11. Trach nhiém thi hanh

1. Vién chtrc, nguoi lao dong va cac don vi lién quan c6 trach nhi€ém thuc
hién nghiém tic Quy dinh nay.

2. Trong qua trinh thyc hién néu c6 kho khan, vuong méc phat sinh thi
phan 4nh vé Phong T6 chiic hanh chinh dé tong hop, bao cao lanh dao Ban xem
xét, sira doi, bd sung cho phu hop./.
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